SIEGE INTERNATIONAL

Defend your
Data

Founded in Denver, CO in 2014, and a veteran owned small
business, Siege International provides cybersecurity services
to help organizations protect their business-critical
information systems and data. We help secure the networks,
websites, and operations of private businesses, retailers,
banks and credit unions, airports, healthcare providers,
energy suppliers, and state and local governments
internationally. Our founders and consultants have
specialized in cybersecurity related disciplines their entire
professional careers, and are continuously trained and
certified to exceed the needs of our clients.

Security Audit
Whether your organization has a compliance requirement to meet (HIPAA, FFIEC, NCUA, PCI), or
you’re looking to align with a cybersecurity best practice framework (SANS Top 20, NIST,
ISO 27001), Siege International offers an audit service to meet your objectives.

Penetration Testing
Can your organization detect and defend against a targeted cyber-attack? A Siege
International penetration test engagement will answer that question, and provide key insights
into vulnerabilities which could lead to a compromise of your critical data.

Incident Response
Siege International routinely supports organizations through cybersecurity incidents such as
website breach, network breach, malware outbreaks, unauthorized access, privileged user
terminations, Advanced Persistent Threat (APT) detection, and more.

Training
Siege International offers training in multiple presentation formats and diverse content. Our
training consultants will customize a course that meets your needs and objectives.

Cyber Alliance Program
More than a single point in time assessment, the Cyber Alliance Program (CAP) is an ongoing
partnership with a team of expert information security consultants.
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Penetration Testing
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Siege International's penetration testing services identify
exploitable vulnerabilities that allow unauthorized access
to systems and data. Our certified expert consultants
expose serious weaknesses in almost every engagement
performed. Using real world hacking techniques, our
consultants safely identify critical vulnerabilities and
quantify risk by demonstrating the level of access a
dedicated adversary could obtain.

Network Penetration Testing
Our network penetration testing service identifies exploitable vulnerabilities that allow
unauthorized access to sensitive data or to your organization’s network.

Wireless Penetration Testing
Testing against the configuration and hardening of wireless access points in place at your
facility to determine if an attacker could obtain wireless network access.

Web Application Penetration Testing
With a focus on the OWASP Top 10, web application penetration testing uses non -disruptive
techniques to identify weaknesses in your application code and database layers which could
be exploited during an attack.

Social Engineering
Tests employee susceptibility to various attacks such as email phishing, fraudulent phone
calls, and unauthorized facility access. Assesses technical security controls’ ability to detect
and prevent social engineering attacks.

Red Team
Combines all of the above services into a comprehensive attack against your company. This
is a true test of the maturity of your information security program and your ability to detect
and respond to attacks.
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